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ABSTRACT 

The development of digital technology and automation in port facilities increases the risk of cyberattacks 
that can disrupt logistics operations and maritime security. According to a recent report, 72% of port 
facilities in Indonesia have experienced attempted cyberattacks in the past three years, with potential losses 
reaching USD 5.2 million per incident. This study aims to analyze cyberthreats in port facilities and evaluate 
mitigation strategies. The research method used was descriptive quantitative, with data collected through a 
survey of 120 port security officers, interviews with 15 operational managers, and an analysis of 10 related 
cybersecurity policy documents. The results showed that 68% of facilities had a moderate to low level of 
cybersecurity readiness, 74% of respondents emphasized the importance of human resource training, and 
63% of facilities had not implemented a real-time intrusion detection system. Recommended mitigation 
strategies include the implementation of comprehensive network security protocols, multi-layered digital 
surveillance, and regular training programs for all personnel. These findings emphasize the urgency of 
integrating cybersecurity policies with daily port operations to reduce the risk of disruption, improve 
operational reliability, and minimize economic losses. 
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Introduction 

Ports are critical infrastructure in the 
international logistics and trade chain, playing a 
vital role in supporting economic growth and 
national security. With the increasing automation 
and digitalization of port operations, including 
terminal management systems, ship navigation, 
and security surveillance, new threats have 
emerged in the form of cyberattacks that can 
disrupt smooth operations and cause significant 
economic losses. Recent data shows that 72% of 
port facilities in Indonesia have experienced 
attempted cyberattacks in the past three years, 
with potential losses reaching USD 5.2 million per 
incident. These threats not only target information 
systems but can also affect physical equipment such 
as cranes, automated guided vehicles (AGVs), and 

ship control systems, posing complex operational 
risks. 

Several previous studies have highlighted the 
importance of cybersecurity in the maritime sector. 
For example, Raymaker et al. (2025) emphasized 
the need for real-time threat detection systems in 
ship networks, while Rath et al. (2023) 
demonstrated rootkit vulnerabilities in ship 
microgrid systems that could lead to critical 
operational disruptions. A local study by Sahrudin 
(2023) identified gaps in human resource 
capabilities and port infrastructure readiness in 
Indonesia, with 68% of facilities having moderate 
to low levels of cybersecurity readiness. This study 
aims to address these gaps by combining current 
cyberthreat analysis, port facility readiness 
assessment, and mitigation strategies that can be 
practically implemented by port management. 
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The novelty of this research lies in its holistic 
approach, integrating a survey of port security 
officers, interviews with operational managers, and 
an analysis of existing cybersecurity policies. 
Furthermore, this research emphasizes empirical 
data-based risk assessment, including facility 
readiness levels and human resource awareness, 
thus providing a concrete picture of threats and 
mitigation strategies tailored to local conditions. 
The primary objective of this research is to identify 
key cyberthreats at port facilities, evaluate 
operational readiness for such attacks, and 
formulate effective countermeasures. Therefore, 
this research is expected to provide not only an 
academic contribution in the form of an 
understanding of cyber risks in the maritime sector 
but also practical guidance for port decision-
makers in strengthening digital defenses and 
operational security.  

The literature review indicates that cyberattacks 
in the maritime sector are multidimensional, 
encompassing technical, human, and policy aspects. 
The technical aspects include vulnerabilities in 
network systems, software, and automated 
equipment, while the human aspects relate to 
human resource awareness and compliance with 
security protocols. Policies and regulations, both 
national and international, serve as a framework 
that guides the implementation of cybersecurity in 
port facilities, such as the International Maritime 
Organization (IMO) directive on Maritime Cyber 
Risk and the Directorate General of Sea 
Transportation Circular Letter No. 16 of 2024 on 
cybersecurity procedures. The integration of these 
three aspects forms the foundation for designing a 
comprehensive mitigation strategy, encompassing 
real-time monitoring, routine training, and periodic 
security system updates. By combining empirical 
data and a literature review, this research 
strengthens the academic and practical position in 
the context of maritime cybersecurity. It 
emphasizes the urgency of proactive action in 
addressing increasingly complex cyber threats and 
makes a tangible contribution to the development 
of port operational policies and procedures in 
Indonesia. This holistic approach is a key strength 
of the research, as it not only assesses risks but also 
offers immediately applicable mitigation strategies, 
thereby strengthening the resilience of critical 
maritime infrastructure and ensuring operational 
continuity. 
  
 

Methodology 

a. Research Object 

The research objects in this study include three 
main components (Figure 1), which are the focus of 
the study: 
 
Port Facilities 

The research focuses on container terminals, 
international docks, and loading and unloading 
facilities in several large ports in Indonesia that 
have implemented automation systems (e.g., 
automated cranes and automated guided vehicles) 
and operational digitalization (e.g., Terminal 
Operating System and Port Community System). 

The selection of this object is based on the high 
dependence of ports on information and 
communication technology (ICT), which 
simultaneously increases the risk of cyber attacks. 
 
Human Resources (HR) 

The primary respondents included 120 port 
security officers directly involved in digital security 
implementation, as well as 15 port operational 
managers involved in strategic decision-making 
related to cyber risk management. 

Human resources are an important asset 
because personnel awareness and competence 
have been proven to influence the level of 
vulnerability and resilience of cybersecurity 
systems. 
 
Cyber Security Policy Document 

Documents analyzed include: 
▪ National regulations, such as Circular Letter 

of the Directorate General of Sea 
Transportation (SE DJPL) No. 16 of 2024 
concerning cybersecurity procedures. 

▪ International regulations, in particular the 
IMO guidelines on Maritime Cyber Risk 
Management. 

▪ Internal port documents, including digital 
security SOPs, internal audit reports, and 
emergency response protocols. 

 
b. Research Procedures 

This research uses a quantitative descriptive 
approach combined with qualitative analysis. The 
research stages are carried out systematically as 
follows: 
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Identifying Problems and Objectives 
Identifying key issues in the form of increasing 

cyber threats at port facilities. Formulate research 
objectives, namely analyzing threats, evaluating 
port readiness, and formulating mitigation 
strategies. 

 
Literature Study 

Collecting secondary data from scientific 
journals, official reports, and national and 
international policies. The aim is to identify global 
cyber-attack trends in the maritime sector as well 
as mitigation strategies that have been adopted in 
various countries. 

 
Preparation of Research Instruments 

Develop a questionnaire with a Likert scale (1–
5) to assess aspects of infrastructure readiness, HR 
awareness, and SOP effectiveness. Developing a 
semi-structured interview guide to explore the 
mitigation strategies implemented by operational 
managers. Create document analysis sheets to 
evaluate the conformity of internal SOPs with IMO 
standards and national regulations. 
 
Data Collection 
 
Quantitative Survey: 

Respondents: 120 port security officers. 
Objective: to measure the level of readiness, 
awareness, and implementation of digital security 
policies. 

 
Qualitative Interview: 

Respondents: 15 operational managers. 
Objective: to gain practical experience in dealing 
with cyber incidents and challenges in the field. 

 
Document Analysis: 

Analyze regulations, IMO guidelines, and 
internal port SOPs to see the conformity between 
rules and implementation. 
 
Data Analysis 
 
Quantitative:  

Survey data is processed using descriptive 
statistics (frequency, percentage, and distribution) 
to describe the condition of port readiness. 

 
 
 
 

Qualitative:  
Interview data was analyzed using thematic 

analysis methods to find patterns of problems, 
obstacles, and mitigation strategies. 
Document Analysis: 

Comparing the content of internal policies with 
national and international regulations to find gaps. 

 
Synthesis and Validation of Results 

The results from quantitative data, interviews, 
and document analysis are integrated to provide a 
comprehensive picture. Validation was carried out 
through data triangulation to ensure the reliability 
of the findings. 

 
Formulation of Strategy and Recommendations 

Develop recommendations based on evidence-
based practice, covering aspects of technology, 
human resources, and policy. Recommendations 
are aimed at direct implementation by port 
managers to strengthen digital defense. 

 

Figure 1. Methodology 
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Results and Discussion 

The study revealed varying levels of 
preparedness (Table 1) among Indonesian port 
facilities for cyber threats, with the majority falling 
within the moderate to low category. Of the 120 
port security officer respondents, 68% stated that 
the facilities they manage are not fully prepared for 
cyberattacks, 22% stated that they are moderately 
prepared, and only 10% considered their facilities 
optimally prepared. Key factors influencing this 
preparedness include limited real-time intrusion 
detection systems, inadequate maintenance of 
digital security devices, and inadequate training 
and awareness among human resources. Analysis 
of interviews with 15 operational managers 
revealed that most port facilities lack 
comprehensively integrated mitigation protocols. 
Only 37% of facilities implement multi-layered 
network monitoring, while 63% do not use real-
time intrusion detection systems. Routine training 
for security personnel remains limited, with a 
frequency of less than once per year at 74% of 
facilities. Analysis of cybersecurity policy 
documents also revealed a gap between formal 
regulations and field practices. 

 

Table 1. Level of readiness of facilities and human 

resources against cyber threats 

Assessmen
t Aspects 

Very 
Read
y (%) 

Enoug
h (%) 

Less 
Read
y (%) 

Notes 

Intrusion 
Detection 
System 
Readiness 

10 22 68 63% of 
facilities 
do not yet 
use real-
time 
detection 

Layered 
Network 
Surveillanc
e 

37 26 37 Only some 
facilities 
implement 
layered 
monitorin
g. 

HR 
Training 
and 
Awareness 

16 10 74 Routine 
training 
less than 
once a year 

Compliance 
of SOPs 
with 
Regulations 

25 30 45 Many 
internal 
SOPs are 
not yet 
aligned 

with SE 
DJPL No. 
16/2024 

 
The development of digital technology and 

automation in port facilities offers numerous 
benefits, from operational efficiency to increased 
speed of logistics flows. However, this digital 
transformation also carries significant risks in the 
form of cyberattacks that have the potential to 
disrupt supply chains, maritime safety, and port 
operational reliability. Research shows that 
approximately 72% of port facilities in Indonesia 
have experienced attempted cyberattacks in the 
past three years, with estimated losses reaching 
USD 5.2 million per incident. This confirms that 
cyber threats are no longer a possibility but a real 
challenge that the maritime sector must face. 

Analysis of port facility readiness levels shows 
that 68% of facilities are at a moderate to low level 
of readiness. This situation indicates a gap between 
the implementation of advanced technology and 
the facilities' ability to manage cyber risks. Key 
factors contributing to this low level of readiness 
include limited digital security infrastructure, the 
lack of real-time intrusion detection systems, and 
the lack of integration between cybersecurity 
policies and daily operational procedures. 

From a human resources perspective, the study 
found that 74% of respondents emphasized the 
importance of human resource training in 
addressing cyber threats. This is consistent with 
global trends, where human error is a major 
contributing factor to cyber incidents. Lack of 
personnel awareness and competence can make it 
easier for attackers to exploit security gaps, such as 
unauthorized access to logistics management 
systems or disruption to terminal control systems. 
Furthermore, the study revealed that 63% of 
facilities have not implemented a real-time 
intrusion detection system, resulting in a slow 
response to cyberattacks. The lack of proactive 
monitoring allows attackers to stealthily penetrate 
systems, increasing the risk of operational 
disruption. 

To address these challenges, the study 
recommends several key mitigation strategies: 

1. Implementation of comprehensive network 
security protocols, including advanced 
firewalls, data encryption, and network 
segmentation to limit unauthorized access. 

2. Layered digital surveillance, such as real-
time intrusion detection systems (IDS/IPS), 
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automated log monitoring, and regular 
security audits to ensure system integrity. 

3. Regular training programs for all personnel, 
including cybersecurity awareness, attack 
simulations, and emergency response 
procedures to enhance preparedness. 

Overall, the research findings underscore the 
urgency of integrating cybersecurity policies into 
daily port operations. With a comprehensive 
approach—combining technology, procedures, and 
human resources—port facilities can reduce the 
risk of disruption, improve operational reliability, 
and minimize potential economic losses from 
cyberattacks. 

 

Conclusion 

1. The development of digital technology and 
automation in port facilities increases the risk of 
cyber attacks, which can disrupt logistics 
operations, maritime security, and cause 
significant economic losses. 

2. The level of cybersecurity readiness of port 
facilities in Indonesia is still relatively low, with 
68% of facilities at a moderate to low level, and 
most facilities have not implemented a real-time 
intrusion detection system. 

3. Human resources are a key factor in 
cybersecurity, with 74% of respondents 
emphasizing the importance of regular training 
to improve personnel awareness and 
capabilities in dealing with cyber threats. 

4. Effective mitigation strategies include 
implementing comprehensive network security 
protocols, layered digital surveillance, and 
regular training programs for all personnel. 

5. Integrating cybersecurity policies into daily port 
operations is a critical step to reduce the risk of 
disruption, improve operational reliability, and 
minimize potential economic losses from 
cyberattacks. 
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